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HIGHLIGHTS

Technical
Rearchitecture

Athena architecture has been configured for
e Data Isolation

e Backup and Recovery
e  Security - Access, IAM (Permissions), Network, Data Encryption
e Auto Scaling
e  Observability & Monitoring
Enhancements Minor enhancements.
Bug Fixes Minor bug fixes.
NEW FEATURES
Technical Athena architecture has been configured for

Rearchitecture

e Data Isolation - segregated non-production and production
environments at the physical layer. Non-production and production
environments run on separate servers to ensure complete isolation.

e Backup & Recovery - system configured for daily backups.

e  Security: Access - Principle of Least Privilege. Access is restricted to the
minimum required for users and applications to perform their functions.

e  Security: IAM (Permissions):Developers - Granted only essential
permissions required for their tasks on AWS.

e  Security: IAM (Permissions):Applications - assigned minimal access
rights necessary for operation.

e  Security: Network - Backend servers and databases are hosted in a
private network, inaccessible directly from the internet. Firewall Rules
(Security Groups) - Traffic is permitted only on required ports. Data in
Transit - All data transmitted over the internet is encrypted using
HTTPS.

e  Security:Data Encryption (At Rest) - Data stored in systems is encrypted
using AWS KMS (Key Management Service).

e Auto Scaling - to ensure optimal performance and reliability. Based on
real-time demand, the system seamlessly scales up during peak usage
to handle increased traffic.

e  Observability & Monitoring - Tracks performance, detects issues, and
enables rapid response with real-time alerts.

ENHANCEMENTS

Party Details

Displays total amount due including taxes and maximum number of days past
due

Global Search

Results include Inventory in addition to parties, contracts and invoices.Seach by
item / assets serial number

BUG FIXES

Import

Tax rate import error fixed

Automated Test

Error in creating loan through automated testing fixed

KNOWN ISSUES
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